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ABSTRACT: Software-Defined Networking (SDN) is an emerging architecture which allows flexible management of
network. It provides programmable interface to control plane and as well as allows for network virtualization. The SDN
technology consists of three parts: flow tables installed on switches, a controller and an OpenFlow protocol for the
controller to communicate securely with switches. Software defined network has lot of advantages when compared to
traditional networking architectures. Analysing, understanding security strategies of SDN are expected to result in
developing a security framework for SDN which would strengthen the growth of SDN as powerful network
architecture in all aspects.
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L. INTRODUCTION

In Traditional Computer Networks, Network layer (Internet layer in TCP/IP) is responsible for both routing and
forwarding packets. The process of routing is related to building the forwarding tables which is used by forwarding
process to forward packets from one interface to another. The routing process activity belongs to control plane whereas
forwarding of packets belongs to data plane. Control plane is a decision maker (responsible for routing). The concept of
decoupling data plane and control plane was proposed by Martin Casado, Stanford University [11] in 2005. Now this
concept has grown to be a most promising networking technology ushering the era of Software Defined Network.
Software-Defined Networking (SDN) is an emerging architecture which allows flexible management of network. It
provides programmable interface to control plane and as well as allows for network virtualization.This separation of
control plane from data plane has enabled the former to be implemented outside the traditional router hard ware. This in
turns implies that a protocol is needed between control plane software and the router box so that control plane can
inform the packet forwarding hardware to update its forwarding tables. The OpenFlow™ protocol fulfills this need and
is a foundational element for building SDN solutions [7]. OpenFlow is a programmable network protocol designed to
manage and enable inter operation among routers and switches from various vendors. It separates the programming of
routers and switches from underlying hardware.

The SDN technology consists of three parts: flow tables installed on switches, a controller and an OpenFlow
protocol for the controller to communicate securely with switches. Flow tables (so far known as forwarding tables) are
set up on switches. Controllers communicate to the switches via OpenFlow protocol and enable implementation of
policies on flows. The controller could set up paths through the network meeting specific requirements, such as speed,
fewest numbers of hops or reduced latency depending on the requirement of the application [12].

The interface between OpenFlow controller and other components of OpenFlow switch through secured channel are
depicted in Figure 1.
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Figure 1: OpenFlow controller and OpenFlow switch interconnection [7].

An OpenFlow Switch consists of one or more flow tables and a group table, which performs packet lookups and
forwarding, and an OpenFlow channel to an external controller. The switch communicates with the controller and the
controller manages the switch via the OpenFlow protocol.

As the diagram depicts, OpenFlow controller is playing intelligent role as decision maker for forwarding packets, but
the success of any networking technology will mainly depend on the deployment of security strategies against any
possible security attacks. Certainly, SDN will give rise to new set of security threats as the approach is different from
traditional networks. Hence security concern is highly demanding research area.

Paper is organized as follows. Section II describes related work. Literature survey given in Section III. Finally, Section
IIT presents conclusion and future scope.

I1. LITERATURE SURVEY

Software defined networking has roots in previous network control systems such as RCP, 4D, SANE, SDN, Ethane
[6]. According to the work [4] SDN has 3 interfaces as shown in Figure 2.
1) Southbound Interface — between programmable control plane and data plane.
2) Northbound Interface — between programmable control plane and applications/services.
3) East-West Interfaces — between control planes.
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Figure 2: SDN Reference Architecture with south, north, east-west architecture [3][4].

In SDN, the network control plane hardware is separated from the data forwarding plane hardware, i.e., a network
switch can forward packets and a separate system can run the network control plane.

Traditional security solutions have primarily focused on static networks with static topology and fixed policies.
However, OpenFlow and SDN cannot sustain legacy security strategies, as the approach of OpenFlow and SDN is
different compared to traditional networks. With SDN, there’s dynamic policy that is under continuous update, where
network behavior cannot be predicted. That presents both a challenge and an opportunity for the security community
[9].

There needs to be a highly secure controller which checks the authenticity of packets which are coming into it, so that
retaining and dropping of packets can be done to avoid unauthorized use of SDN. Controllers should also have a good
understanding of security policies required by the organization or application that uses SDN and then provide real-time
recognition of violation by any incoming flow. The controller needs to support many OpenFlow applications
simultaneously and ensure security. It is highly expected that the controller to protect the network regardless of
malfunctioning of applications. [9].

Hence research in the field of SDN, especially identifying security threats, is highly needed; thereby we can realize all
the strengths and loopholes of SDN and can find, implement, test and re-implement solutions for the threats found.

III. EXPERIMENTAL RESULTS

We have Discussed the observed vulnerabilities and security threats in the SDN environment. Present quantitative data
on the impact of attacks on the network's performance and availability. We have Analyzed the effectiveness of various
security mechanisms implemented to mitigate the identified vulnerabilities.

IV. CONCLUSION

Our study justifies software defined radio is having special requirements when compared to traditional networks and
hence development of new security strategy is required. Initially it can be done through simulation and emulation.
Mininet is a network emulator used to create scalable SDNs using Linux processes. Mininet is used to simulate the
topology and test the traffic flows. A Python script is used to create the topology in Mininet, and the traffic flows are
received from a remote OpenFlow controller [5]. Later it can be implemented practically. Software defined network has
lot of advantages when compared to traditional networking architectures. Analyzing, understanding security strategies
of SDN are expected to result in developing a security framework for SDN which would strengthen the growth of SDN
as powerful network architecture in all aspects. At the end of the research activity, we may end with significant security
strategies, which will make SDN more secured.

V. FUTURE SCOPE

A detailed survey in each component of SDR would be done to identify specific security threats and hence
development of security protocols can be considered which suits the requirement.
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